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This client alert provides an update about the California Consumer Privacy Act
(CCPA) as it stands on April 6, 2020. As of this date, the California Attorney
General’s office has indicated that it does not plan to delay the July 1, 2020
enforcement date due to the current COVID-19 pandemic. We recognize that many
companies are currently busy dealing with the impact of COVID-19. With the CCPA
enforcement date fast approaching, we can help make sure you have the resources
you need to keep your compliance efforts on track and in line with current best
practices. Please note that this is not a comprehensive review of the CCPA and its
requirements — for information tailored to your specific circumstances, please contact
your Gunderson attorney.

Background: A Quick Refresher
o What is the CCPA?

- The CCPA is California’s state data privacy law. It regulates the collection, use
and sale of personal information about California residents.

- The CCPA defines “personal information” broadly: it includes any information
that identifies, relates to, or is reasonably capable of being linked — directly or
indirectly — with a California resident or household. Practically speaking, this
means that a significant portion of data about your users — down to the level of
IP addresses — is likely to be considered personal information regulated by the
CCPA. While the CCPA does not apply to personal information that is subject to
the Gramm-Leach-Bliley Act (GLBA), the Health Insurance Portability and
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Accountability Act (HIPAA), the Fair Credit Reporting Act (FCRA), and certain
other state and federal laws, many businesses that are subject to such laws also
collect and process personal information that is subject to the CCPA, for
example in the context of marketing and other processing activities outside the
scope of the specified laws.

o What are the key dates?
- The CCPA came into effect on January 1, 2020.

- The California Attorney General’s office will begin enforcing the CCPA on July
1, 2020.

« Which companies need to comply?

- For most companies, if you have greater than $25 million dollars in annual
gross revenue or collect the personal information of 50,000 or more CA
consumers, households or devices, you'll need to comply. Note that personal
information includes IP addresses, so many companies meet this threshold
based solely on web traffic.

« What is required to comply?

- Privacy Notices. You must provide specific notices to CA residents (including
to your CA-based employees and job applicants). This requires you to update
your website privacy policy and create new notices for employees and job
applicants.

- User Rights. CA residents have certain rights regarding their personal
information that you must honor, including:

« Opt-Out: The right to prevent you from selling their personal information. (Note that
“sell” is broadly defined; you may be “selling” personal information if you make it
available to anyone in any way and get any direct or indirect benefit from doing so,
even if there is no monetary compensation involved.)

« Access: The right to receive access to the specific personal information that you
have collected about them.

« Erasure: The right to require that you delete personal information that you have
collected about them.



- Data Security. You must use reasonable security measures when processing
personal information. Security breaches carry increased liability, including the
potential for class actions and regulatory fines.

« Commercial Agreements. You should update agreements with your service
providers and customers to ensure that personal information is shared in
accordance with CCPA requirements.

Current Updates and Latest Attorney General Regulations

o What is the latest update on the California Attorney General’s proposed
regulations?

- On March 11, 2020, the California AG (CA AG) published its second set of
modifications to the proposed regulations implementing the CCPA. The initial
draft regulations were published on October 11, 2019, with the first modifications
published on February 10, 2020. The latest update of the implementing
regulations added a number of important changes, including the following:

« Service Providers Can Use Personal Information for Limited Internal
Purposes. The new regulations allow service providers to use personal
information obtained in the course of providing services for a business in order
to build or improve the quality of its services, provided that it may not build
customer profiles to provide services to another business, or correct or
augment data acquired from another source. This is consistent with common
industry practice of enterprise businesses authorizing service providers to use
personal information internally to improve the services they provide (including
for feature optimization, troubleshooting bugs, or training algorithms that
benefit all customers).

« Notice Requirement Relaxed if Personal Information Not Collected
Directly from the Consumer. The new regulations clarified that if a business
does not collect personal information directly from a consumer, it does not
need to provide a “notice at collection” to the consumer provided it does not
sell the consumer’s personal information.

- IP Addresses Are Personal Information. The new regulations affirmed that
IP addresses are personal information, regardless of whether a company can
link them to an individual or a household. This means that companies that
otherwise wouldn’t be subject to CCPA may now be subject as a result of
collecting IP addresses from 50,000 or more website visitors.


https://oag.ca.gov/privacy/ccpa

« What is the status of the private right of action?

- The CCPA expressly provides a private right of action for California consumers
solely in the event of a data breach arising out of a company’s failure to maintain
reasonable security measures. Impacted California consumers can seek
statutory or actual damages.

- While the level of security measures depends on the risk of the personal
information held, at minimum, companies should follow the 20 CIS Controls
published by the Center for Internet Security, as these have been endorsed by
the CA AG as evidence of reasonable security.

- The CCPA limits its private right of action to security breaches (with other
violations, including violations of the notice, collection, and use obligations only
enforceable by the CA AG). However, a putative class action was filed in late
February 2020 against Clearview Al (Burke et al. v. Clearview Al, Inc., et al., 20-
CV-0370-BAS-MSB (S.D. Cal. Feb. 27, 2020)), asserting a violation of the
CCPA'’s notice obligations as the basis for a claim under California’s Unfair
Competition Law (UCL). While it is unclear whether this cause of action will
succeed, the case demonstrates that at this time companies may face litigation
risk (and associated costs) outside the expressly stated private right of action for
data breaches, unless and until courts expressly reject the UCL basis for a
CCPA violation as standing for a direct claim. As a consequence, companies
should not delay implementing a CCPA compliance program, and should ensure
that they have rolled out all required public-facing notices under the CCPA.

o Is there still a cure period for violations?
- Yes. Companies will have 30 days to correct any noncompliance.

- Note that while the cure period technically also applies to data breaches, it is
rarely possible to effectively cure the issues caused in a breach.

« What is the current status of employees and job applicants under the CCPA?

- An amendment to the CCPA signed on October 11, 2019 (Assembly Bill 25)
postponed the application of the CCPA's obligations with respect to CA
employee data until January 1, 2021, except for the obligation to (1) provide
employees and job applicants with the required disclosures under the CCPA,
and (2) have reasonable security measures in place to protect the employee
data, both of which are in effect as of January 1, 2020. As a result, employees
and job applicants may have a private right of action under the CCPA in the
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event of a data breach that is due to their employer’s failure to have in place
reasonable security measures.

- Companies should provide CA employees and job applicants with a privacy
notice covering the required CCPA disclosures. This includes posting a job
applicant privacy notice on the “careers” page of a company’s website where
personal information (including resumes) of job applicants is collected. Your
Gunderson attorney can provide you with a form notice and help you customize
it for your business.

o What is the current status of the B2B moratorium?

- The B2B moratorium, a result of Assembly Bill 1355 which was passed by the
CA legislature in September 2019, delays enforcement of the CCPA’s
obligations to provide notice and transparency, and to grant access and deletion
rights, with respect to personal information of a California resident acting for
another entity in the context of B2B transactions. It does not delay the
application of the right to opt out of the sale of personal information or the non-
discrimination right. It is important to note that the moratorium only applies to
information obtained in the transactional context, for example in the course of
completing sales, providing or receiving products or services, conducting due
diligence, entering into contracts, or providing support to an entity. It does not
apply to marketing communications not initiated by the other entity, or cold
calling.

« What is next for the CCPA?

- Enforcement by the CA AG starts on July 1, 2020. We expect to see a final
version of the CA AG’s implementing regulations before such date, but we don’t
expect any further major changes to the regulations. There have already been a
number of lawsuits filed under the CCPA, and we expect to see more class
actions as data breaches occur. We recommend that you connect with your
Gunderson attorney to discuss your potential CCPA exposure and plan for
compliance.

o How can Gunderson help you?

- We have developed a set of forms and other materials to assist companies
who are interested in developing their own CCPA compliance program, and we
work closely with companies who prefer a comprehensive review and greater
assistance. Over the next few months we will distribute a series of topic-specific
client updates together with forms and other materials.



- We are also available to provide remote training sessions for your employees
on the CCPA and other data privacy laws (including the GDPR and the NY
SHIELD Act). Recent training sessions we have provided to companies include:
updates on the CCPA and GDPR (including recent enforcement actions), how to
implement and manage vendor contracts under the CCPA and GDPR, and steps
to take to ensure CCPA compliance with respect to employees and job
applicants. We are also happy to customize training sessions according to your
company’s specific needs or risks. Please contact your Gunderson attorney if
you would like to discuss setting up a remote training session for your team.

Related People

Anna C. Westfelt
PARTNER

P +1 650 463 5367

Katherine S. Gardner
PARTNER

P +1212 430 3188


https://www.gunder.com/en/people/anna-c-westfelt
https://www.gunder.com/en/people/anna-c-westfelt
tel:%2B16504635367
https://www.gunder.com/en/people/katherine-s-gardner
https://www.gunder.com/en/people/katherine-s-gardner
tel:%2B12124303188

Featured Insights

FIRM NEWS

Gunderson Dettmer Commemorates 2025 Asian American and Pacific
Islander Heritage (AAPI) Month

CLIENT NEWS
Brazilian Carbon Capture Company Mombak Announces $30M Financing

CLIENT NEWS
Africa B2B OmniRetail Announces $20M Financing

CLIENT NEWS
Glacier Announces Series A Financing to Expand Robot Recycling Fleet

CLIENT NEWS
Dataminr Announces $100M Investment Led by Fortress Investment Group

CLIENT NEWS
Omnidian Announces $87M Series C for Renewable Energy Performance

INSIGHTS

Splitting the Pie: How Savvy Founders Divide Ownership and Navigate Other
Founder Equity Decisions

CLIENT NEWS

Chainguard Announces $356 Million Series D Led by Kleiner Perkins and
IVP

INSIGHTS
Client Insight: California Al Transparency Act

INSIGHTS

Client Insight: Prepare for BE-10 Benchmark Survey of US Direct Investment
Abroad

INSIGHTS


https://www.gunder.com/en/news-insights/firm-news/gunderson-dettmer-commemorates-2025-asian-american-and-pacific-islander-heritage-aapi-month
https://www.gunder.com/en/news-insights/client-news/brazilian-carbon-capture-company-mombak-announces-dollar30m-financing
https://www.gunder.com/en/news-insights/client-news/africa-b2b-omniretail-announces-dollar20m-financing
https://www.gunder.com/en/news-insights/client-news/glacier-announces-series-a-financing-to-expand-robot-recycling-fleet
https://www.gunder.com/en/news-insights/client-news/dataminr-announces-dollar100m-investment-led-by-fortress-investment-group
https://www.gunder.com/en/news-insights/client-news/omnidian-announces-dollar87m-series-c-for-renewable-energy-performance
https://www.gunder.com/en/news-insights/insights/splitting-the-pie-how-savvy-founders-divide-ownership-and-navigate-other-founder-equity-decisions
https://www.gunder.com/en/news-insights/client-news/chainguard-announces-dollar356-million-series-d-led-by-kleiner-perkins-and-ivp
https://www.gunder.com/en/news-insights/insights/client-insight-california-ai-transparency-act
https://www.gunder.com/en/news-insights/insights/client-insight-prepare-for-be-10-benchmark-survey-of-us-direct-investment-abroad

Tech Brew Interviews Aaron Rubin in “Where the legal battle stands around

CLIENT NEWS
Latin America Fintech Belvo Announces $15M Funding

© 2025 Gunderson Dettmer; all rights reserved.


https://www.gunder.com/en/news-insights/insights/tech-brew-interviews-aaron-rubin-in-where-the-legal-battle-stands-around-copyright-and-ai-training
https://www.gunder.com/en/news-insights/client-news/latin-america-fintech-belvo-announces-dollar15m-funding

