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Gunderson Webinars

GAI Presentation Series

Regulating Al in Employment: How to Comply and Best Practices
Webinar

Labor and employment best practices to comply with current and anticipated
regulations governing automated decision making technology |

Generative Al Developments: Latest Developments, Legal Risks and Best
Practices

Covers developments in the Al landscape, including potential risks associated with Al,
the recent case law updates, and methods for mitigating risks |

Patenting Al: What does it mean, should we do it, and what does success
look like?

Examines various aspects of Al that patents can protect, such as data preparation,
training processes, and functional applications of Al |

Generative Al: Navigating Privacy and Security Concerns in the U.S., EU
and UK

Overview of regulatory guidance and evolving legal requirements in the U.S., European
Union and the United Kingdom, and practical steps companies can take to address
legal requirements and mitigate privacy and security risks |
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http://gunder.com/news/gunderson-dettmer-and-holistic-ai-host-the-regulating-artificial-intelligence-in-employment-how-to-comply-and-best-practices-webinar/
https://www.gunder.com/news/webinar-gunderson-dettmer-hosts-generative-ai-latest-developments-legal-risks-and-best-practices/
https://www.gunder.com/news/webinar-patenting-ai-what-does-it-mean-should-we-do-it-and-what-does-success-look-like/
https://www.gunder.com/news/webinar-generative-ai-navigating-privacy-and-security-concerns-in-the-u-s-eu-and-uk/
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Potential Benefits of Using GAI Tools

GAIl Landscape
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Source: Jon Stokes,

Source:
Sequoia,


https://www.jonstokes.com/p/ai-content-generation-part-2-tasks
https://www.sequoiacap.com/article/ai-50-2023/

Potential Benefits of Using GAI Tools

Generating Content

Source: UAE,

(ChatGPT
and Midjourney prompt
engineering examples)
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https://ai.gov.ae/wp-content/uploads/2023/04/406.-Generative-AI-Guide_ver1-EN.pdf

Potential Benefits of Using GAI Tools

Generating Code: CoPilot

CoPilot

e |ncreased productivity and
efficiency

e Reduced development time

e |mproved code quality and
consistency (e.g., maintenance,
testing, and debugging)

e Vast training dataset of publicly-
available code

Source: Nira,
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https://nira.com/github-copilot/

Potential Benefits of Using GAI Tools

Generating Code: CoPilot Examples

e Code recommendations that go beyond
mere autocompletion (e.g., creating
dictionaries of lookup data)

e Code translation and analysis (e.g.,
summarization, interpretation, explanation)

Source: Github,
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https://github.blog/2022-09-14-8-things-you-didnt-know-you-could-do-with-github-copilot/

Potential Benefits of Using GAI Tools

Corporate Open Source Adoption: Driven By Productivity and Complexity

Open Source

2000s 2010s
Grassroots developer usage Supply/usage explode
Companies clueless Companies bewildered, banning and

Cisco got sued SIETIE, G2 U

Lawyers scrambling to understand risks

Benefits demonstrated; employees insist

Legal to vulnerabilities, big breaches 2020s
Processes and tools evolve Fully mainstream
Importance of policy, process, education SBOMs

© 2023 Gunderson Dettmer. All rights reserved. 0




Potential Benefits of Using GAI Tools

Corporate Open Source Adoption: Driven By Productivity and Complexity

Open Source
(decades)

Grassroots... and deep roots

"THOSE WHO CANNOT REMEMBER THE Bewilderment
PAST ARE CONDEMNED TO REPEAT IT."

Scrambling
— (George Santayana Banning

[.]

Policy/Process
Tools/Education

Mainstream

Breaches
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Risks Associated With Using GAI Tools

Overview of Potential Risks and Exposure

KR A G

Direct Legal Liability Secondary Transactional Vendor Risk
e Actual infringement e M&A and ﬂn§l§,ﬁg concerns e Vendor dependency
e Protectability e Remediation e |Information security
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Risks Associated With Using GAI Tools

Direct Legal Liability: Actual Infringement

Unclear rights to underlying training data and right to use
g%ﬂ;?énages (original, left) generated OUtp UtS .

Stability Diffusion (generated,
below)

|s the use of proprietary data for training Al defensible
‘fair use™ Getty v. Stability Al

|s there a breach of software licensing terms? Doe v.
GitHub

s there a violation of DMCA §1202(b)? Doe v. GitHub

Other open-ended issues: violation of privacy laws,
contractual interference, contract breach, tort liability, etc.

Source:
Doe v. GitHub,

(May, 11,2023)
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https://www.skadden.com/-/media/files/publications/2023/05/ruling-on-motion-to-dismiss-sheds-light/govuscourtscand403220950.pdf?rev=4e26e0aee78a4ff49aa30cabfcb265f6&hash=8D62FF3579B6D474BCA1E9E495233E76

Risks Associated With Using GAI Tools

Direct Legal Liability: Rights in Training Inputs, IP Restrictions

Publicly available code is copyrighted and subject to license terms.

Limited License

Public custom proprietary
Domain terms
CCO

Unspecified License
(or No License)

(likely subject to custom
proprietary terms)

GUNDERSON
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Risks Associated With Using GAI Tools

Direct Legal Liability: CoPilot Examples

Source: GitHub,

GUNDERSON
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, Doe v. GitHub

ource: GitHub,

16


https://www.copyright.gov/docs/zarya-of-the-dawn.pdf
https://github.blog/2021-06-30-github-copilot-research-recitation/
https://www.copyright.gov/docs/zarya-of-the-dawn.pdf
https://s3.documentcloud.org/documents/23323955/doe-v-github-class-action-complaint.pdf
https://www.copyright.gov/docs/zarya-of-the-dawn.pdf
https://docs.github.com/en/copilot/configuring-github-copilot/configuring-github-copilot-settings-on-githubcom

Risks Associated With Using GAI Tools

Direct Legal Liability: CoPilot Examples

CoPilot Output Training Input

GUNDERSON
GD DETTMER © 2023 Gunderson Dettmer. All rights reserved.

Source: LikeGeeks,
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https://www.copyright.gov/docs/zarya-of-the-dawn.pdf
https://urldefense.com/v3/__https:/likegeeks.com/python-gui-examples-tkinter-tutorial/__;!!A4F2R9G_pg!YYZ9GnozXWbX6mbmqpbd0I8gB_wg6uvKdN9tH9tj9XRUUigJSyhw2n65ao1QepPy-0BT6FBdpgnPpbIPjCk$
https://likegeeks.com/disclaimer/

Risks Associated With Using GAI Tools

Direct Legal Liability: CoPilot Examples

CoPilot Output Training Input

The Network is protected by «
other copyright laws. Other than
participate in the transfer or sale of, re

display, or in any way exploit any of the Netwa tent, ware, materials

or Services in whole or in part. You may download or copy the
public Network Content, and other items displayed on the public Network for download or personal use provided that you maintain all
copyright and other notices contained in such Public Content.

GUNDERSON
GDDETTMER
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Source: Stack Overflow,
and
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https://www.copyright.gov/docs/zarya-of-the-dawn.pdf
https://stackoverflow.com/questions/57542166/socket-programming-a-bytes-like-object-is-required-not-str
https://stackoverflow.com/legal/terms-of-service

Risks Associated With Using GAI Tools

Direct Legal Liability: Protectability

Source:

regarding "Zarya of the
Dawn" by Kris Kastanova
(Midjourney generated images)
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https://www.copyright.gov/docs/zarya-of-the-dawn.pdf
https://www.copyright.gov/docs/zarya-of-the-dawn.pdf

Risks Associated With Using GAI Tools

Overview of Potential Risks and Exposure

KR A G

Direct Legal Liability Secondary Transactional Vendor Risk
e Actual infringement e M&A and ﬂn§l§,ﬁg concerns e Vendor dependency
e Protectability e Remediation e |Information security
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Risks Associated With Using GAI Tools

Secondary Transactional Risk: M&A and Financing Concerns

Technical Diligence: Some code
scans can pick up that copying has
occurred from public sources

Remediation: Consider timing, closing
conditions and resource expenditure

Purchaser Risk Profile: Purchaser
willingness to accept certain risks (i.e.
source code exposure) may vary

© 2023 Gunderson Dettmer. All rights reserved. 21




Risks Associated With Using GAI Tools

Secondary Transactional Risk: Technical Diligence

GUNDERSON
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Risks Associated With Using GAI Tools

Secondary Transactional Risk: Technical Diligence
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Risks Associated With Using GAI Tools

econdary Transactional Risk: M&A Deal Outcomes

1| Prepare for deep diligence

2| Consider risk shifting:

Software code remediation (as a signing
or closing condition)

Enhanced Seller liability (expanded reps
and warranties, special indemnities)

3| Consider deal risk:
Time kills deals
Buyer risk aversion

ARTICLE VI
PRE-CLOSING COVENANTS

Section 6.13 Remediation Plan. Section 6.13 sets forth the
source code remediation plan agreed to by Parent and Company on
or prior to the Agreement Date (the “Remediation Plan™). Prior to
the Closing, Company shall take all steps necessary to comply with
the Remediation Plan (and the Parties acknowledge that such pre-
Closing efforts will focus on the subset of the Remediation Plan set
forth on Schedule 8.01(0)). Prior to the Closing, Parent may, at its
option, undertake or commission a scan of the source code
described in the Remediation Plan.

ARTICLE VIII
CONDITIONS TO CLOSING

Section 8.01 Conditions to Obligations of Parent. The
obligation of Parent to consummate the Transactions shall be
subject to the satisfaction or Parent’s waiver of, at or before the
Closing, each of the following conditions:

(0) Code Remediation Steps. The code remediation action
items set forth on Schedule 8.01(0) shall have been completed.

GUNDERSON
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Risks Associated With Using GAI Tools

Overview of Potential Risks and Exposure

KR A G

Direct Legal Liability Secondary Transactional Vendor Risk
e Actual infringement e M&A and ﬂn§l§,ﬁg concerns e Vendor dependency
e Protectability e Remediation e |Information security
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Risks Associated With Using GAI Tools

Vendor Risks
Vendor Risk and Dependency Information Security / Code Quality Concerns
Availability of vendor services in uncertain Code-related concerns, such as:
legal environment Code security

Code quality

Human supervision and review. For example, Stack
Overflow continues to ban GPT-generated responses.

Risks may vary between vendors (e.g,,
vendor's training sets and license
compliance)

General data security and leakage issues. For example,
Samsung identified 3 instances of employees
unintentionally leaking sensitive company info:

Need for a negotiated agreement (more
than vendor clickthrough terms)

Consider alternatives (e.g., open source Pasting confidential source code into ChatGPT to check for
LLMs) — many additional considerations €ITors S

Requested code optimization
Incorporation of GAl technology within a Uploading meeting recording to convert into presentation
product or service — many additional notes

considerations

© 2023 Gunderson Dettmer. All rights reserved. 26



https://mashable.com/article/samsung-chatgpt-leak-details
https://stackoverflow.com/help/gpt-policy
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Practical Ideas for Managing Risks

Preparing for Technical Diligence

Get ahead of potential
remediation efforts

Develop an internal compliance strategy

Avoid relying exclusively on GAI tools (e.g., humans as the ultimate authors); and
arm humans with code analysis tools.

Use tools from reputable sources and for lower-risk activities where the outputs
are replicable and easily replaced.

Turn on filtering

Certain GAl tools, including CoPilot, include a filtering option that will block
CoPilot from making recommendations that match public code.

Implement a routine, ongoing code scan

Consider using third-party code scanning services as needed (or in sandbox
environments).

Review internal compliance strategies

GAl landscape is rapidly changing, and compliance tools are a rapidly developing
area. Develop methods for routine review of your organization's internal
compliance strategies.

© 2023 Gunderson Dettmer. All rights reserved.
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https://docs.github.com/en/copilot/configuring-github-copilot/configuring-github-copilot-settings-in-your-organization#configuring-suggestion-matching-policies-for-github-copilot-in-your-organization

MCLE Codes
e 2976

o 1437
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We want your feedback!

Please email us at insights@gunder.com and
phil.odence@synopsys.com
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